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‒ Marcel Fink

‒ Studying Computer Science at the THA

‒ Currently working on my bachelor’s thesis at Infineon

$whoami
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Agenda

‒ Background

• What are going to fuzz?

• What are SUIT-Manifests?

• What is Fuzzing?

• Mutation-based (coverage-guided) fuzzing

• Structure-aware fuzzing

‒ Target 1: “unaware”

‒ Target 2: “envlp_wrap”

‒ Target 3: “manifest_gen”

‒ Comparison

‒ What did we learn?
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Background
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What are we going to fuzz?

‒ Dress-Up

‒ Parser for SUIT manifests

‒ Specifically for “no_std” environments

Source: https://github.com/ariel-os/dress-up 

https://github.com/ariel-os/dress-up
https://github.com/ariel-os/dress-up
https://github.com/ariel-os/dress-up
https://github.com/ariel-os/dress-up
https://github.com/ariel-os/dress-up
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What are SUIT-Manifests?

‒ SUIT = “Software Updates for Internet of Things”

‒ Contain metadata for update process

‒ Encoded in CBOR (Concise Binary Object 

Representation)

Source: https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html 

https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html
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What is fuzzing?

Source: https://i.imgflip.com/4igxyl.png 

https://i.imgflip.com/4igxyl.png
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Mutation-based (coverage-guided) fuzzing

Source: https://fuchsia.dev/static/fuchsia-src/images/fuzzing/coverage-guided.png  
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Problem

‒ Highly structured input needed (e.g. JSON, PDF, 

SUIT manifests, …)

‒ “random” input gets rejected early 

‒ Result: shallow code coverage

Source: https://images.meme-arsenal.com/616e18835b0052475c03c544f04c358a.jpg 

Software 

under test
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Solution

‒ Structure-awareness

‒ Input follows structure / syntax

‒ Doesn’t get rejected by structure-checks

‒ Result: deeper code coverage

Source: https://images.meme-arsenal.com/616e18835b0052475c03c544f04c358a.jpg 

Software 

under test

https://images.meme-arsenal.com/616e18835b0052475c03c544f04c358a.jpg
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Background: 
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Rust Fuzz Book

https://rust-fuzz.github.io/book/

https://rust-fuzz.github.io/book/
https://rust-fuzz.github.io/book/
https://rust-fuzz.github.io/book/


18Copyright © Infineon Technologies AG 2026. All rights reserved.Public2026-09-01

Cargo Fuzz

https://github.com/rust-fuzz/cargo-fuzz

https://github.com/rust-fuzz/cargo-fuzz
https://github.com/rust-fuzz/cargo-fuzz
https://github.com/rust-fuzz/cargo-fuzz
https://github.com/rust-fuzz/cargo-fuzz
https://github.com/rust-fuzz/cargo-fuzz


19Copyright © Infineon Technologies AG 2026. All rights reserved.Public2026-09-01

Target 1: “unaware”
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Target 1: “unaware”
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Target 1: “unaware”
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Target 1: “unaware”
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‒ Input in Hex: D8 6B BF D8

‒ Issue was only one byte: BF

‒ CBOR: BF = map with indefinite length

What caused the timeout?

Source: https://www.rfc-editor.org/rfc/rfc8949.html 

https://www.rfc-editor.org/rfc/rfc8949.html
https://www.rfc-editor.org/rfc/rfc8949.html
https://www.rfc-editor.org/rfc/rfc8949.html
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Target 1: “unaware”
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Target 1: “unaware”

Source: https://media.tenor.com/ks12xrf_3rgAAAAM/nice-michael-rosen.gif 
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Target 1: “unaware”
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Target 1: “unaware”
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Where is my coverage?

Source: https://www.thebiglebow.ski/stills/13-with-text.jpg 

coverage
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Where is my coverage?
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Where is my coverage?
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Where is my coverage?

Would have been too easy!
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Where is my coverage?

Source: https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html 
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Where is my coverage?

Source: https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html 
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Where is my coverage?
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Where is my coverage?
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Target 2: “envlp_wrap”
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‒ Take generated bytes

‒ Treat them as “inner manifest”

‒ Build valid Envelope around

‒ Use that as input

Target 2: “envlp_wrap”
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‒ Build valid Envelope around

‒ Use that as input

Target 2: “envlp_wrap”
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What caused this timeout?
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What caused this timeout?
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Target 2: “envlp_wrap”
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Target 2: “envlp_wrap”

Corpus
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Target 2: “envlp_wrap”

Corpus
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Recap

CorpusAuth BlockAPI calls
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Target 3: “manifest_gen”

Source: https://a.pinatafarm.com/1920x950/fce2488035/kylo-ren-more.jpg 

https://a.pinatafarm.com/1920x950/fce2488035/kylo-ren-more.jpg
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Target 3: “manifest_gen”
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Target 3: “manifest_gen”
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‒ Idea: create “skeleton” of a valid manifest 

‒ Fill fields with fuzzer-generated input

‒ Build envelope around

‒ Use this as input

Target 3: “manifest_gen”
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‒ Next step: make manifest 

generation more dynamic

‒ Dynamic Elements

‒ Random bytes as payload

‒ Dynamic command sequence

‒ Dynamic common data block

‒ Decisions based on input bytes

‒ Still not finished

Target 3: “manifest_gen”
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Comparison 

Target Total LoC Coverage 

(11h)

Bugs found

unaware 55 17.79% 1

envlp_wrap 444 70.79% 1

manifest_gen 903 66.38% 0

Coverage of all targets combined:
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What did we learn?
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What did we learn?

‒ Provide a corpus for your fuzzer

‒ Different levels oft structure-awareness make sense

‒ More structure-awareness = more complexity

‒ Here: partial structure-awareness had best trade-off
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