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— Marcel Fink

— Studying Computer Science at the THA

— Currently working on my bachelor’s thesis at Infineon
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Agenda

— Background
« What are going to fuzz?
« What are SUIT-Manifests?
* What is Fuzzing?
« Mutation-based (coverage-guided) fuzzing
« Structure-aware fuzzing

— Target 1: “unaware”
— Target 2: “envip_wrap”

— Target 3: “manifest_gen”

— Comparison
— What did we learn?
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Background
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What are we going to fuzz?

[ LICENSE-APACHE
[ LICENSE-MIT

- DrGSS'U p [ READMEmd

[ prek.tom|

[0 README Apache-2.0 license MIT license

— Parser for SUIT manifests

! Dress-Up

- S pe Cifi Ca | Iy fo r “ n O_Std 7 e nVi ro n m e n tS Dress-Up provides a parser-only implementation of the manifest format, for no_std

environments. It relies on for CBOR parsing. Dress-Up parses CBOR on the fly during
manifest execution and is zero-copy.

Dress-Up is OS-agnostic, it provides an OperatingHooks trait that allow an operating system
to provide integration into the manifest processing. While Dress-Up is developed under the
Ariel OS banner, it is not tied to Ariel OS.

The full manifest must be in memory during parsing. The authentication object covers the
inner ma Both must be in memory for the authentication process. The other reason is
that Dress-Up is zero-copy. All text and byte strings are references into the CBOR data.

Dress-up only supports sequential processing of components. Each component described in a
manifest processes serially. This saves the amount of memory required during the manifest ' '

processing.

Source: https://github.com/ariel-os/dress-up
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What are SUIT-Manifests? L/

— SUIT = “Software Updates for Internet of Things” i -

Authentication Block |

I Manifest @ = = ====---e---a-- B e +
| Severable Elements | | Manifest
. Int ted Payload e +
— Contain metadata for update process | Iftegrated Peyloads e e ne——

I
| Seguence Number |
| Reference to Full Manifest |

t-==—-- Common Structure |

I

I

. . . . === d S
— Encoded in CBOR (Concise Binary Object S v 11| bigeots of Ervelope Elements
. | Common Structure | ===+ | L +
Representatlon) -I- Components IDs -|'- -II--:r o e e
| Common Command Seguence --------- > | Command Sequence |
Frmmm e — e ———m + e — - +

| List of ( pairs of ([ |
| * command code |
| * argument f |
| reporting policy |
I I

Source: https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html
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What is fuzzing?

generated input

Software
under test
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What is fuzzing?

generated input

Software
under test

1 Software
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What is fuzzing?

generaled input

Software 1 Software
under test Fuzzer

under test

Crash? Hang?

Software
under test

Memory Corruption?
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What is fuzzing?
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Source: https://i.imgflip.com/4igxyl.png
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Mutation-based (coverage-guided) fuzzing

New Inputs

Fuzz Engine

Mutated Inputs Sanitizer
Coverage Callbacks
Callbacks
Fuzz Libra es
—> Y Sanitizer

to Test Sanitizer

Target API Call
Callbacks

Source: https://fuchsia.dev/static/fuchsia-src/images/fuzzing/coverage-guided.png
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Problem

*Q7TIM#PZ91@@@kL2
(%9%rTS__ASz

=== P l==
OfJ*0vNn&+wR
7T 23abe???

— Highly structured input needed (e.g. JSON, PDF, REE!

SUIT manifests, ...) -
Fuzzer

— “random” input gets rejected early

Software
under test

— Result: shallow code coverage

|| .
| .
|
] 4
‘
| | /

Source: https://imaqes.meme-arsenal.com/616é18835b0052475c030544f04c358a.ipq
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Solution

"userld™ "xQ7mPz91",

"action": "nV0wR-click”,
"resource”; "file-F77123",

— Structure-awareness ‘mefadata” {

"source”; "alpha-beta-gamma”,
"tag™ "qpoxT",

"traceld"” "34f2ab19"
1 Software
— Input follows structure / syntax ) under test

— Doesn'’t get rejected by structure-checks

— Result: deeper code coverage

Software
under test

x \ 1

Source: https://imaqes.meme-arse”nal.com/616e1 8835b0052475c03c544f04c358a.jpg

2026-09-01 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 15


https://images.meme-arsenal.com/616e18835b0052475c03c544f04c358a.jpg
https://images.meme-arsenal.com/616e18835b0052475c03c544f04c358a.jpg
https://images.meme-arsenal.com/616e18835b0052475c03c544f04c358a.jpg

(infineon

Background:
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Rust Fuzz Book

Introduction
1. Fuzzing with cargo-fuzz
1.1. Setup i
1. Setup Introduction
1.2. Tutorial
1.3. Guide is e testi ique used to find security and stability issue roviding

5 - pseudo-randor
1.4. Structure-Aware Fuzzing pseudo-rando

1.5. Writing Oracles that Access Data De afe, general pu programming la

1.6. Coverage ) . . . :
. This b emonstrates how to perform fuzz test or software written in Rust.
1.7. Targets

1.8. Fuzzing on Windows There are two tools for fuzzing Rust code documented in this book: and
B ZZING OWS -

1.8.1. Setup The source of this book is lable on GitHub at
1.8.2. Fuzzing DLLs
1.9. Fuzzing in Cl
2. Fuzzing with afl.rs
2.1. Setup
2.2. Tutorial
2.3. Installing from source

3. Trophy case

https://rust-fuzz.github.io/book/
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Cargo Fuzz

[ LICENSE-MIT

[ README.md vert ne ut nightly rust

[T README A Contributing 5% Apache-2.0 license & MIT license

Used by 360
cargo fuzz (& ipr

A cargo subcommand for fuzzing with libFuzzer ! Easy to use! .
Contributors 82

Installation _g;: ﬂ’ B q v (-\
N B

$ cargo install cargo-fuzz . e
Note: libFuzzer needs LLVM sanitizer support, so this only works on x86-64 and Aarch64, and only on Unix-like

operating systems (not Windows). This also needs a nightly compiler since it uses some unstable command-line flags.
You'll also need a C++ compiler with C++11 support.

Languages

Usage

cargo fuzz init

Initialize a cargo fuzz project for your crate!

2026-09-01 Public Copyright © Infineon Technologies AG 2026. All rights reserved.
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Target 1: “unaware”
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Target 1: “unaware”

NEW ]
REDUCE ] ] : 125/11etb ] exec/s:
REDUCE ] ] : 125/1101b ] exec/s:
REDUCE ] ] : 125/1096b ] exec/s:
NEW ] ] : 126/1125b ] exec/s:
NEW ] ] : 127/11u9b ] exec/s:
NEW ] ] : 128/1168b ] exec/s:
NEW 3 3 : 129/1186b 1 exec/s:
REDUCE ] ] : 129/1183b ] exec/s:
NEW ] ] : 130/1201b ] exec/s:
NEW ] ] : 131/1207b ] exec/s:
NEW ] ] : 132/1211b ] exec/s:
REDUCE ] ] : 132/12168b ] exec/s:
#13112 NEW ] ] : 133/1236b ] exec/s:
#13118 REDUCE ] ] : 133/123ub ] exec/s:
#13161 NEW ] ] : 13u/12u5b ] exec/s:
#13192 REDUCE ] ] : 13u/12utb ] exec/s:
#13213 REDUCE ] ] : 13u/12u3b ] exec/s:
#13237 REDUCE ] ] : 13u/12u2b ] exec/s:
#13269 REDUCE ] ] 1 134/12u41b ] exec/s:
#13290 NEW A A : 135/1276b A exec/s:
#13297 REDUCE ] ] : 136/1292b ] exec/s:
#13U30 NEW ] ] : 137/1316b ] exec/s:
#13U36 REDUCE ] ] : 137/1312b ] exec/s:
#13538 REDUCE ] ] : 138/1335b ] exec/s:
#13601 REDUCE ] ] : 138/133ub ] exec/s:
#13622 NEW ] ] : 139/13u6b ] exec/s:
#136U3 REDUCE ] ] : 139/13u2b ] exec/s:

ChangeBit-InsertRepeatedBytes-
CopyPart-

EraseBytes-
CrossOver-InsertByte-EraseBytes—
InsertRepeatedBytes—ChangeBit—Er
InsertByte-ChangeBinInt-PersAutoll
CopyPart-EraseBytes—ChangeBinInt
InsertByte-InsertByte-ChangeBinIr
ChangeBinInt-ShuffleBytes-EraseB
] ChangeBinInt-CopyPart-

6/29 MS: 1 EraseBytes-—

4/29 MS: 2 ChangeBinInt-EraseBytes-

14/29 MSs: U4 ShuffleBytes—CrossOver-PersAutoD
26/29 Ms: CrossOver-InsertRepeatedBytes—
14/29 MS: 1 EraseBytes-

11/29 Ms: PersAutoDict—CHMP-EraseBytes— DE:
15/29 MS: 1 EraseBytes-

18/29 MS: 1 EraseBytes-

9/29 MS: U InsertByte-ChangeBit-EraseBytes—Cg
20/29 Ms: ChangeByte-EraseBytes-

29/29 MS: 1 ShuffleBytes-

22/29 MS: 2 CMP-ChangeBit- DE: "\0006\000\000
20/29 Ms: CopyPart—CrossOver—CopyPart—
22/29 MS: 1 EraseBytes-

23/29 Ms: InsertByte-ChangeBinInt-

22/29 MS: 3 ShuffleBytes—ChangeByte-EraseByts
12/29 MS: 1 CrossOver-

17/29 MS: 1 CrossOver-

#![no_main]

MwowEEWRRF N

HEEWHENDE

SuitManifest::from bytes(&data);

envelope) = suit.envelope
envelope.manifest();

rrrrrrrrrrrrrrrerrrrrrrrrrrrerrrrrror

HEWMNEWRD e
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Target 1: “unaware”

o J FL) W LJ

er/Fuzze
#30

rDriver.
#31
#32
#33
#34

#![no_main]

libfuzzer s
SUMMARY :

dress up::5

LIS L] « =1 L I U . - ¥ J L & & - W UL aALU L i & L

[}

rlLoop.cpp:910:21

Bx596270ebd80b in fuzzer::FuzzerDriver(int#*, char*** int (*)(unsigned char const*, unsigned long))
cpp:923:18

0x596270ecee2d in main /home/mfink/.cargo/registry/src/index.crates.io-1949cf8c6b5b557f/libfuzzer-s
Bx7el7aa629d8f (/lib/x86_6U-1linux—gnu/libc.so.6+0x29d8f) (BuildId: 22caPa83aleeul22e30a69b597be96e:
Bx7ell7aa629e3f in __libc_start_main (/lib/x86_6U-linux—gnu/libc.so.6+8x29e3f) (BuildId: 22ca®a83aller;
0x596270dddabl in _start (/home/mfink/BA/dress-up/fuzz/target/x86_6U-unknown-linux—gnu/release/unaw:

2

(infineon

ChangeBit-InsertRepeatedBytes-
CopyPart-

EraseBytes-
CrossOver-InsertByte-EraseBytes—

4 InsertRepeatedBytes—ChangeBit-Ersg

libFuzzer: timeout

Fuzz_target![|dplﬂing

let suit =
Output o

if let Ok(e

let _ =Reproduc

Minimize

InsertByte-ChangeBinInt-PersAutoll
CopyPart-EraseBytes—ChangeBinInt
InsertByte-InsertByte-ChangeBinI
ChangeBinInt-ShuffleBytes-EraseB
ChangeBinInt-CopyPart-

. EraseBytes-

input:

fuzz/artifacts/unaware/timeout-9628fellbd®afa7f8e02b38Ubd70Ubeocly91dU5b

FRWRNE

f “std::fmt::Debug :
[216, 107, 191, 216]
e with:

cargo fuzz run unaware fuzz/artifacts/unaware/timeout-9620felbdBaba7fB8ed2b38Ubd70Ube9tUcl91dUSb

HEWMNEWRD e

test case with:

cargo fuzz tmin unaware fuzz/artifacts/unaware/timeout-962@felbd@a®a7+8e02b38Ubd760UbeoUcti91dUSb

Error: Fuzz target

2026-09-01 Public

exited with exit status: 70

Copyright © Infineon Technologies AG 2026. All rights reserved.

! ChangeBinInt-EraseBytes-

ShuffleBytes—CrossOver—PersAutoD
CrossOver-InsertRepeatedBytes—
EraseBytes-
PersAutoDict—-CMP-EraseBytes— DE:
EraseBytes-

EraseBytes-

| InsertByte-ChangeBit-EraseBytes—Cq

ChangeByte-EraseBytes-
ShuffleBytes—

CMP-ChangeBit- DE: "\000\000\000
CopyPart—CrossOver—CopyPart-
EraseBytes-
InsertByte-ChangeBinInt-
ShuffleBytes—ChangeByte-EraseByts
CrossOver-

CrossOver-




Target 1: “unaware”

o J FL) W LJ

er/Fuzze
#30

rDriver.
#31
#32
#33
#34

#![no_main]

libfuzzer s
SUMMARY :

dress up::5

LIS L] « =1 L I U . - ¥ J L & & - W UL aALU L i & L

[}

rlLoop.cpp:910:21

Bx596270ebd80b in fuzzer::FuzzerDriver(int#*, char*** int (*)(unsigned char const*, unsigned long))
cpp:923:18

0x596270ecee2d in main /home/mfink/.cargo/registry/src/index.crates.io-1949cf8c6b5b557f/libfuzzer-s
Bx7el7aa629d8f (/lib/x86_6U-1linux—gnu/libc.so.6+0x29d8f) (BuildId: 22caPa83aleeul22e30a69b597be96e:
Bx7ell7aa629e3f in __libc_start_main (/lib/x86_6U-linux—gnu/libc.so.6+8x29e3f) (BuildId: 22ca®a83aller;
0x596270dddabl in _start (/home/mfink/BA/dress-up/fuzz/target/x86_6U-unknown-linux—gnu/release/unaw:

2
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ChangeBit-InsertRepeatedBytes-
CopyPart-

EraseBytes-
CrossOver-InsertByte-EraseBytes—

4 InsertRepeatedBytes—ChangeBit-Ersg

libFuzzer:| timeout

Fuzz_target![|dplﬂing

let suit =
Output o

if let Ok(e

let _ =Reproduc

Minimize

InsertByte-ChangeBinInt-PersAutoll
CopyPart-EraseBytes—ChangeBinInt
InsertByte-InsertByte-ChangeBinI
ChangeBinInt-ShuffleBytes-EraseB
ChangeBinInt-CopyPart-

. EraseBytes-

input:

fuzz/artifacts/unaware/timeout-9628fellbd®afa7f8e02b38Ubd70Ubeocly91dU5b

FRWRNE

f “std::fmt::Debug :
[216, 107, 191, 216]
e with:

cargo fuzz run unaware fuzz/artifacts/unaware/timeout-9620felbdBaba7fB8ed2b38Ubd70Ube9tUcl91dUSb

HEWMNEWRD e

test case with:

cargo fuzz tmin unaware fuzz/artifacts/unaware/timeout-962@felbd@a®a7+8e02b38Ubd760UbeoUcti91dUSb

Error: Fuzz target

2026-09-01 Public

exited with exit status: 70
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! ChangeBinInt-EraseBytes-

ShuffleBytes—CrossOver—PersAutoD
CrossOver-InsertRepeatedBytes—
EraseBytes-
PersAutoDict—-CMP-EraseBytes— DE:
EraseBytes-

EraseBytes-

| InsertByte-ChangeBit-EraseBytes—Cq

ChangeByte-EraseBytes-
ShuffleBytes—

CMP-ChangeBit- DE: "\000\000\000
CopyPart—CrossOver—CopyPart-
EraseBytes-
InsertByte-ChangeBinInt-
ShuffleBytes—ChangeByte-EraseByts
CrossOver-

CrossOver-
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fuzz/artifacts/unaware/timeout-96268fellbd@

What caused the timeout?

Failing input:

Output of “std::fmt::Debug :

— Input in Hex: D8 6B BF D8
[216, 107, 191,|216]

— |Issue was only one byte: BF Reproduce with:

cargo fuzz run unaware fuzz/artifacts/un

— CBOR: BF = map with indefinite length

Minimize test case with:

An example of an indefinite-length map (that happens to have two key/value pairs) might be:

B bfﬁSdﬁ;%ﬁPfEﬁSJdesda1ff
BF Start indefinite-length map
63 -- First key, UTF-8 string length 3
46756e -- "Fun"

F5 -- First value, true

63 -- Second key, UTF-8 string length 3
416d74 -- "Amt "

21 Second value, -2

EE "break"

Source: https://www.rfc-editor.org/rfc/rfc8949.html
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Target 1: “unaware”

fix: catch incorrect indefinite maps for the manifest

fix: end iterator on errors in item

impl<'a, S: AuthState» Envelope<'a, 5> {

let version = decoder . \ . .
fn ect(&self, search_key: SuitEnvelope)} -» Result<Optio a ByteSlice>, Error:» {

.map_iter::<il6, Token>(}?2
e * O let mut decoder = self.der =10 H

.find_map(|item| m v item { Ok(decoder

I lue)} if key == rconsts: :Manifest::E
(key, value)} if key consts: :Manife decoder

Some(value c Q= . .
I ( ) .map_iter::<ile, &ByteSlicer()?

let len = decoder.map()? or{Error::UnexpectedIndefinitelength {

.find_map( |item| match item {

position: deceder.po (key, item}) if key search_key.into() => Some(item},

(key, item}) if key search_key.into() =» Some(Ok({item)},

Err(e} =» Some(Err{e.into(})),

if key == crate::consts::Manifest: :Encod rsion.inta() {
let version = decoder.uS(]
if wersion == crate::consts::SUIT_SUPPORTED_VERSION {

return Ok{version};

Eself, search_key: SuitEnvelope)} -»> Result<Option<&'a Byte5lice», Error>» {

2026-09-01 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 24
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Target 1: “unaware”

fix: catch incorrect indefinite maps for the manifest Fix: end iterator on errors in item

impl<'a, S: AuthState» Envelope<'a, 5> {

let version = decoder . \ . .
fn ect(&self, search_key: SuitEnvelope)} -» Result<Optio a ByteSlice>, Error:» {

.map_iter::<il6, Token>(}?2
e * O let mut decoder = self.der =10 H

.find_map(|item| m v item { Ok(decoder
(key, walue)) if key == :consts: :Manifest::E
Some 1 c Q= . .

SR astc) )_dter::<il6, &ByteSlice>()?

let len = decoder.map()? or{Error::UnexpectedIndefinitelength { d_wap( |iten] m 0 e
d_map i

position: deceder.po (key, item}) if key search_key.into() => Some(item},
(key, item}) if key search_key.into() =» Some(Ok({item)},

Err(e} =» Some(Err{e.into(})),

if key == crate::consts::Manifest: :Encod rsion.inta() {
let version = decoder.uS(]
if wersion == crate::consts::SUIT_SUPPORTED_VERSION {

return Ok{version};

d{&self, search_key: SuitEnvelope) -» Result<Option<&'a ByteSlicer, Error> {
Source: https://media.tenor.com/ks12xrf_3rgAAAAM/nice-michael-rosen.qif

2026-09-01 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 25
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Target 1: “unaware”

chor.rs
command .

Ccomponent .

Consts.r3

digest.rs

Error.r=s

Regions

Mizzed Eegions

=3

¢

¢

e ka2

=]
'8

=i

¢

=
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Target 1: “unaware”

envelope) = suit.envelope
kimanifest) = envelope.manifest() {
manifest.version();
manifest.sequence number
Regions Missed Regions

&7
chor.rs la

— == henti sd manifest

Ok(suit it.authenticate(|cose, payload| {

command .rs T08
CcComponent . rs 118
87

170

103

133

406

227

Dk(envelope) = suit.envelope() {
manifest) = envelope.manifest() {
manifest.has _payload fetch();
manifest.has payload installation();
manifest.has_image validation();
manifest.has_image loading();
manifest.has_invoke();

a
operatingho

match fun_selec

> manifest.execut yload fetch{&hooks),

» manifest. cut yload_installation(&hooks),
» manifest.

» manifest

» manifest.

report.rs

=@ |

TOTAT.

[ TR - S W I 5
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-3 poFf .
“YWHERE'S ru:

- Blonde Thug

Source: https://www.thebiglebow.ski/stills/13-with-text.jpg
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infineon
Where is my coverage?

pub{crate) fm authenticate<F>(&self, authenticate: F) -> Result<(), Error:

where

F: Fn{&[u8], &[u8]) -»> Result<bool, Error:,

let mut decoder = self.decoder.clone();

for _ in @..self.num_auth { .init decoder(Some(payload.to vec()))

.map_err(|_| Error::AuthenticationFailure)?;
verify.key(&key).map_err(|_| Error::AuthenticationFailure)?;
verify

let auth block = decoder.bytes()?;
let res = authenticate(auth_block, self.digest)?;
if res {

return Ok(()); .decode(None, MNone)

.map_err(|_| Error::AuthenticationFailure)?;
X R
I

Err(Error::AuthenticationFailure)

nvelope) = suit.envelope()

I
L
(manifest) = envelope.manifest|
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Where is my coverage?

ifest::from bytes(&input);
pub{crate) fm authenticate<F>(&self, authenticate: F) -> Result<(), Error:

where

5

uit.authenticate(|_cose, _payload| {
F: Fn(&[u8], &[u8]) -> Result<bool, Error>, let mut verify L

let mut decoder = self.decoder.clone();
for _ in @..self.num_auth {
let auth block = decoder.bytes()?;
let res = authenticate(auth_block, self.digest)?;
if res {
return Ok(());
1

Err(Error::AuthenticationFailure)

suit.envelope() {
‘manifest) = envelope.manifes
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Where is my coverage?

Eegions Miz=zed Begions

command .
component .
consts.rs
digest.rs
Error.rs
lib.r=
manifest.

Would have been too easy!
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e et T T T +
| Envelope |
T e T L +
| Authentication Block |
| Manifest = = = 0 =-===---emeee-- b +
| Severable Elements | | Manifest |
| Integrated Payloads | o +
B e e e e b E e e + | Structure Version |
| Sequence Number |
| Reference to Full Manifest |
t=————- Common Structure |
| +---- Command Sequences |
trmm e ———————— + | | | Digests of Envelope Elements |
| Common Structure | ===+ | tm e —————— +
T e T T + |
| Components IDs | =3 Fmmmmmmmcmeecceeece————— +
| Common Command Sequence --------- > | Command Sequence |
T + e +

| List of ( pairs of ( |
| * command code |
| * argument / |
| reporting policy |
| I

Source: https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html
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infineon
Where is my coverage? &—/

L .
| Envelope |
L ettt +
| Authentication Block |
| Manifest == --==-fF-------- b +
| Severable Elements | | Manifest |
| Integrated Payloads | Fm e ——————— +
i t | Structure Version |
| Sequence Number |
| Reference to Full Manifest |
+------ Common Structure |
| +---- Command Sequences |
trmm e ———————— + | | | Digests of Envelope Elements |
| Common Structure | <==+ | Fom e ——————— +
mmmmmm e mmm e ————————— + |
| Components IDs | =3 Femmmm e ———— +
| Common Command Sequence --------- > | Command Sequence |
mmmmmm e mmmm e ———————— + fmmmmmmmmmm e ————————— +

| List of ( pairs of ( |
| * command code |
| * argument / |
| reporting policy |
| I

Source: https://www.ietf.org/archive/id/draft-ietf-suit-manifest-37.html
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Where is my coverage?

2026-09-01

Public

SUIT Envelope

Authentication Block

Digest Container

Algorithm COSE Container

Digest / Hash

Manifest

Copyright © Infineon Technologies AG 2026. All rights reserved.
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Where is my coverage?

2026-09-01

Public

SUIT Envelope

Authentication Block

Digest Container f/"'_;:
Algorithm C/QS\E_.-’: _,fi:ainer
Digest / Hash “'\_
Manifest
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(infineon

36



(infineon

Target 2: “envip_wrap”
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Target 2: “envip_wrap”

— Take generated bytes
— Treat them as “inner manifest”
— Build valid Envelope around

— Use that as input

2026-09-01 Public

¢(suit

= suit.authenticate

Ok{envelope) = suit.envelope() {

it let Ok(manifest) = envelope.manifest() {
let

let mut envl
envlp.extend
envlp

envlp

envlp.
envlp

Copyright © Infineon Technologies AG 2026. All rights reserved.

manifest.ha LY loa d_‘FEt ch

acl[];
MANIFEST TAG);
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Take generated by

Treat them as “inngs

Build valid Envelo et

Use that as input &S

2026-09-01

“envip_wrap”

ALARM: working on the last Unit for 5 seconds
value is 5 (use -timeout=N to change) 1ifest
==712523== ERROR: libFuzzer: timeout after 5 seconds

in __sanitizer_ print_stack_trace /rustc/llvm/src/llvm-project/compiler-rt/lib/asan/asan_stack.cpp:87:=

#o
#1
#2
#3
#4
#5
#6

#8
#9

and the timeout

0x5612a33edf91
0x5612a3492453
0x5612a3U6be8b
©x5612a3l6bee2
0x5612a347395a
0x72a6lU2el251F
Bx5612a3366aa6
Bx5612a3366aa6
Bx5612a3366aa6
0x5612a342d8+1

in fuzzer::PrintStackTrace() /home/mfink/.cargo/registry/src/index.crates.io-1949cf8c6b5b557F/libfuzze

in fuzzer::Fuzzer::AlarmCallback() /home/mfink/.cargo/registry/src/index.crates.io-1949¢cf8c6b5b557F/ 13

in fuzzer::Fuzzer::StaticAlarmCallback() /home/mfink/.cargo/registry/src/index.crates.io-19U9cf8c6b5bE

in fuzzer::AlarmHandler(int, siginfo_t*, void*) /home/mfink/.cargo/registry/src/index.crates.io-19U9ct
(/1lib/x86_6U-linux—gnu/Llibc.so.6+0xU251f) (BuildId: 22caPa83alleeul22e30a69b597be96e13U068616)

in SetShadow /rustc/llvm/src/llvm-project/compiler-rt/lib/asan/asan_fake_stack.cpp:35:17

in OnMalloc /rustc/llvm/src/llvm-project/compiler-rt/lib/asan/asan_fake_stack.cpp:280:3

infineon

ning true

in __asan_stack_malloc_3 /rustc/llvm/src/llvm-project/compiler-rt/lib/asan/asan_fake_stack.cpp:323:1 ay]133d| Ok(true)

in <minicbor::decode: :decoder: :ArrayIter<dress_up::component::Component> as core::iter::traits::iterat

minicbor-2.2.1/src/decode/decoder.rs

#10
#11

#12
#13
#14
#15

#17

0x5612a3U2+dde
0x5612a3U1969b

Bx5612a3U1969b
Bx5612a3Uleel7
Bx5612a3Uleel7
0x5612a3U22a83
0x5612a3U66c1l
0x5612a3U66c1l

in <dress_up::component::ComponentIter as core::iter::traits::iterator::Iterator>::next /home/mfink/
in next<dress_up::component: :ComponentIter> /home/mfink/.rustup/toolchains/nightly-2026-04-20-x86_6U-

in <dress_up::manifest::Manifest<dress_up::Authenticated>>::execute_section_with_common: :<suit_fuzz_&
in execute_invoke<suit_fuzz_auth_stral::0OsHooks> /home/mfink/BA/dress-up/src/manifest.rs:238:14

in suit_fuzz_auth_stral::_::__libfuzzer_sys_run /home/mfink/BA/dress-up/fuzz/fuzz_targets/suit_fuzz_=
in rust_fuzzer_test_input /home/mfink/.cargo/registry/src/index.crates.io-1949cf8c6b5b557f/libfuzzer-
in {closure#®} /home/mfink/.cargo/registry/src/index.crates.io-19U9cf8c6b5b557F/libfuzzer-sys-0.4.12/
in std::panicking: :catch_unwind::do_call::<libfuzzer_sys::test_input_wrap::{closure#0}, i32> /home/mf

st/library/std/src/panicking.rs:581:U6

#18
#19

#20
c.rs:35

#21

#22
:15

#23

#2au

rDriver.

#25
#26
#27
#28

SUMMARY :

®x5612a3U67c8b
®x5612a3U661dd
s:504:19
®x5612a3U661dd
9:14
®x5612a3U661dd
Bx5612a3U6cla7

Bx5612a3U75elb
Bx5612a3U7e53e
cpp:871:19

Bx5612a3Usfefd
BOx72a6U2e29d8F
0x72a6U2e29e3f
©x5612a3358d54

libFuzzer: ti

in __rust_try libfuzzer_sys.u8b13uU8255557a02-cqu.®
in catch_unwind<i32, libfuzzer_sys::test_input_wrap::{closure_env#0}> /home/mfink/.rustup/toolchains/

in catch_unwind<libfuzzer_sys::test_input_wrap::{closure_env#0}, i32> /home/mfink/.rustup/toolchains/

B() {

¥

Vec<u8> {

UIT Manifest

in LLVMFuzzerTestOneInput /home/mfink/.cargo/registry/src/index.crates.io-19U49cf8c6b5b557F/1libfuzzer-l WRAPPER); //

in fuzzer::Fuzzer: :ExecuteCallback(unsigned char const*, unsigned long) /home/mfink/.cargo/registry/s

in fuzzer::RunOneTest(fuzzer::Fuzzer*, char const*, unsigned long) /home/mfink/.cargo/registry/src/ir
in fuzzer::FuzzerDriver(int*, char%#* int (*)(unsigned char const*, unsigned long)) /home/mfink/.car

in main /home/mfink/.cargo/registry/src/index.crates.io-19U9cf8c6b5b557f/libfuzzer-sys-0.4.12/libfuzz
(/lib/x86_6U-linux—gnu/libc.so.6+0x29d8f) (BuildId: 22caPa83all@eUl22e30a69b597be96el3UB68616)

in __libc_start_main (/1ib/x86_6U-linux-gnu/libc.so.6+0x29e3f) (BuildId: 22ca@a83allefLl22e30a69b597be

in _start (/home/mfink/BA/dress-up/fuzz/target/x86_6U-unknown-linux—gnu/release/suit_fuzz_auth_strald

meout

Error:
Public

Fuzz target exi

ted with exit status: 70
Copyright © Infineon Technologies AG 2026. All rights reserved.
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What caused this timeout?

in ComponentIter::new(&mut component decoder

E.-H--'.ﬁr\- o

ot

usize, component: Result<Compon

b B

A L

.map_err(|e: Erro
Lenumerate

| e.add offset(common.component_offset))? ComponentIter<’

if let Ok(component: Component<’ >) = component {
let idx: u32 = idx.try_into().map _err(|_| Error::UnexpectedChor

position: self.decoder.position(),

V3
idx);

¥

let component_info: Compone _» = ComponentInfo::new(component, index:

tInfosx

let state: Manif = common.shared_sequence() .execute(

start_state.clone
&component_info,
os_hooks,

a.l':ll

¥

command section.execute(state, &component info, os hooks)?;

2026-09-01 Public Copyright © Infineon Technologies AG 2026. All rights reserved.




What caused this timeout?

2026-09-01

Public

fix: return error from ComponentIter to prevent infinite loop on malformed manifest (

if let Ok{component) = component {

let idx = ddx.try_into{}.map_err{|_| Error::UnexpectedCbor {

FHER

let component_info = ComponentInfo: :new(component, idx);

let state = common.shared_
start_state.clone(),
fcomponent_info,
os_hooks,
¥
command_section.e e(state, Zcomponent_info, os_hooks)?;

component component.map_err{ |e| e.add_offset{common.c
idx = idx.try_into().ma rr{|_| Error::UnexpectedCbor {
psition (} 3

12

let component_info = ComponentInfo::new{component, idx});

.shared_seguence( )}

te{start_state.clone(), &component_info, os_hooks)3;

command_section cute{state, &component_info, os_hooks)3;
Copyright © Infineon Technologies AG 2026. All rights reserved.
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Regions Mizszed Regions
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Target 2: “envip_wrap”

Regions Mizzed BRegions Regions Missed Regions

3

chbor.rs 16
command.rs 708

16

.3 709
.3 118
87

170

103

133

406

227

24

[y}
[

[= = I N I |

component . rs 118

-]
[ -
"R |

consts.ra 87
digest.rs 170
103
133
406
227
24

o
25

=]

2
T 0
B
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L5 =
[= I |
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b
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Target 2: “envip_wrap”

.S
component.rs
CoOnsts.rs
digest.rs
erraor.rs
lib.r=s
manifest.rs
manifeststate.rs
operatinghooks.rs

2026-09-01 Public

NOTE: LlibFuzzer has rudimentary signal handlers.

Combine libFuzzer with AddressSanitizer or similar for better crash reports.
SUMMARY: libFuzzer: deadly signal
MS: @ ; base unit: POPEELPEREELEREEEEREEOEROAEEROAEEROREEREA
Bx27,0xab,0x1,0x5,0x3,0x58,0x95,0xa2,K 0x2,0x82, Ox81, BxU1l,0x0,0x81,0xU1 , OxU]1, Oxll, Bx58, Bx89, Bx8c,Bxc,0x0,0x1U,0xaa, Bx1, O
Oxd, OxU, Oxt Bxl, OxU, Oxd OxU, OxU, Oxl Oxd OxU, Oxt, Oxd OxU, Bxd, Oxd, OxU OxU, Oxi, BxU, OxU OxU, OxU, OxU OxU OxU, Bxl, OxU OxU, BOx
xd5,0x0, 0x0,0x0, 0x0,0x0,0x0,0x0, Ox15,0x2,0x1f, Oxfe,0x2,0x50,0x1l, 0x92, Oxaf, Ox1U, Ox25,0x69, Ox5e,0xU8, Oxbf, OxU2, Bx9b, Ox2
xf,0x2, 0xFf, Oxc,0x1,0xc, 0x0,0x3,0xf, Bxc,Bx1,0x3,0xF,0x9,0xUO,
"\2u6\001\005\003X\2254202\002\202201A\000\201AA\EELXY\211\214\014\0E6\ 020\ 252\001P\ 0L\ 86U\ eeU\ 8L\ EEL\PEL\REL\BBL\BE
odu\eed\ped\eed\oeu\ped\eed\eed\eod\oed\eou\eod\eed\eod\eed\ped\eod\eed\ped\eed\ped\eod\eed\ped\eed\ped\eod\eoed\pou\eed
P\B2u4\222\257\02U%1i *H\277B\233-Q\362\253E\ 003X $\3uU6c\ 30U\ 32U\ 037\ 376\ 002P\ 020\ 222\ 257\017\082\017\0114\001\ 014\ 066 \003
artifact_prefix='/home/mfink/BA/dress—up/fuzz/artifacts/envlp_wrap/'; Test unit written to /home/mfink/BA/dress-up/fuz
Base6l: J6YBBQNYLlaICgoFBAIFBQQRYiYwMABSqAVAEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBA
w8MAQMPCUA=

Failing input:

fuzz/artifacts/envlp_wrap/crash-d96dal5dd@36acf72U2f+9221U8c7522758al3577
Output of “std::fmt::Debug’ :

[39, 166, 1, 5, 3, 88, 149, 162, 2, 13@, 129, 65, ©, 129, 65, 65, 4, 88, 137, 1ue, 12, 0, 20, 170, 1, 80, 4, U
U, 4, 4, 4,4, 4,4, 4 U4 U4 U O 4 4 4 U4 U U 4 4 U4 U 4 4 4 U4 U U 4 4 4 U4 U U 4 4 4 258, 1
72, 191, 66, 155, U5, 81, 242, 171, 69, 3, 88, 36, 230, 99, 228, 212, 31, 254, 2, 80, 20, 146, 175, 15, 2, 15, 12, 1,
Reproduce with:

cargo fuzz run envlp_wrap fuzz/artifacts/envlp_wrap/crash—-d96dal5dd@36acf72U2ff922U8c7522758aU3577

Minimize test case with:

cargo fuzz tmin envlp_wrap fuzz/artifacts/envlp_wrap/crash-d96dal5dd@36acf72U2f+922U8c7522758al3577

Error: Fuzz target exited with exit status: 77

Copyright © Infineon Technologies AG 2026. All rights reserved.
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infineon

Target 2: “envip_wrap”

NOTE: LlibFuzzer has rudimentary signal handlers.

Combine libFuzzer with AddressSanitizer or similar for better crash reports.
SUMMARY: libFuzzer: deadly signal
MS: @ ; base unit: 0PPEEEPEEEEEAPEEOPEAEREEAEOEENEAREAEROER
Bx27,0xab,0x1,0x5,0x3,0x58,0x95,0xa2,K 0x2,0x82, Ox81, BxU1l,0x0,0x81,0xU1 , OxU]1, Oxll, Bx58, Bx89, Bx8c,Bxc,0x0,0x1U,0xaa, Bx1, O
Oxtl, Oxl, Oxi, Oxi, Oxt Oxtl, Oxl, OxU Oxil, Oxil, OxU, OxU, Oxl, OxU, Oxl, Oxld, OxU , Oxl, Oxd OxU, Oxi, Oxil, OxU, Oxl, OxuU, Oxt, Oxl, Oxu , Oxl , Ox Missed Regions
xd5,0x0, 0x0,0x0, 0x0,0x0,0x0,0x0, Ox15,0x2,0x1f, Oxfe,0x2,0x50,0x1l, 0x92, Oxaf, Ox1U, Ox25,0x69, Ox5e,0xU8, Oxbf, OxU2, Bx9b, Ox2
xf,0x2, 0xFf, Oxc,0x1,0xc, 0x0,0x3,0xf, Bxc,Bx1,0x3,0xF,0x9,0xUO,
"\2u6\001\005\003X\2254202\002\202201A\000\201AA\EELXY\211\214\014\0E6\ 020\ 252\001P\ 0L\ 86U\ eeU\ 8L\ EEL\PEL\REL\BBL\BE
odu\eed\ped\eed\oeu\ped\eed\eed\eod\oed\eou\eod\eed\eod\eed\ped\eod\eed\ped\eed\ped\eod\eed\ped\eed\ped\eod\eoed\pou\eed
P\B2u4\222\257\02U%1i *H\277B\233-Q\362\253E\ 003X $\3uU6c\ 30U\ 32U\ 037\ 376\ 002P\ 020\ 222\ 257\017\082\017\0114\001\ 014\ 066 \003
artifact_prefix='/home/mfink/BA/dress—up/fuzz/artifacts/envlp_wrap/'; Test unit written to /home/mfink/BA/dress-up/fuz
COmMpOonent.rs Basebl: J6YBBQNYlaICgoFBAIFBQQRYiYwMABSqAVAEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQERBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBA
Cconsts.rs wBMAQMPCUA=

digest.rs ¥
erraor.rs g

I3

uitCommand: :WriteContent => {

lib.rs Failing input: self.directive write(state, component)?;
manifest.rs } N
manifeststate.rs fuzz/artifacts/envlp_wrap/crash-d96dal5dd@36acf72u:

) SuitCommand: :Custom{ n: i32)
operatinghooks.rs Output of “std::fmt::Debug’ :

MaTChn . COmMmand
[39, 166, 1, 5, 3, 88, 149, 162, 2, 130, 129, 65, Ok ()

4
U, 4, 4, 4, 4 0 U U 4 4 U U U U 4 U U U UL 1 fn Drocess command
72, 191, 66, 155, U5, 81, 2u2, 171, 69, 3, 88, 36, 230, 9¢ L =

Reproduce with: pub(crate) fn prnce55d
cargo fuzz run envlp_wrap fuzz/artifacts/envlp_wrap/crash—-d96dal5dd@36acf72U2ff922U8c7522758aU3577
Minimize test case with:

cargo fuzz tmin envlp_wrap fuzz/artifacts/envlp_wrap/crash-d96dal5dd@36acf72U2f+922U8c7522758al3577

Error: Fuzz target exited with exit status: 77
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Recap
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Source: https://a.pinatafarm.com/1920x950/fce2488035/kylo-ren-more.jpg
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Target 3: “manifest_gen”
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Target 3: “manifest_gen”

2026-09-01

Public

SUIT Envelope

Authentication Block

Digest Cont r )
ﬂlﬂ; filll .-":I -
e/ C/QS\E ._,r'rtamer
d‘-. f— \'\. ) .".l

D L/Hash W
Manifest
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Target 3: “manifest_gen”

[data[68], data[69]];

= build common_data(comp_ident, wendor_id, class_id, img hash, &img size)

— ldea: create “skeleton” of a valid manifest

— Fill fields with fuzzer-generated input st push(labels: nanifest_elenents: :EWCODIIG_VE

manifest.p

manifest.push(lak :imani ements : : SEQUENCE_NUMBER) ;

— Build envelope around : - T oot

. . chor.rs

— Use this as input —
component .
consts.rs
digest.rs

error.rs

TOTAL 85 .36%

2026-09-01 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 50



Target 3: “manifest_gen”

— Next step: make manifest
generation more dynamic

— Dynamic Elements
— Random bytes as payload
— Dynamic command sequence

— Dynamic common data block

— Decisions based on input bytes

— Still not finished

2026-09-01 Public

Regions

chor.rs

command .
Ccomponent .
consts.rs
digest.r=s
Error.rs

lib.rs
manifest.r=s
manifeztastate.rs

operatinghooks.rs

report.rs
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Comparison

Target Total LoC Coverage Bugs found
(11h)
unaware 55 17.79% 1
envip_wrap 444 70.79% 1
manifest_gen 903 66.38% 0

Coverage of all targets combined:
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What did we learn?
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What did we learn? p

— Provide a corpus for your fuzzer
— Different levels oft structure-awareness make sense

— More structure-awareness = more complexity

— Here: partial structure-awareness had best trade-off
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